A safer internet experience with ipGuardian

Lesson 101 - How to detect phishing with ipGuardian?

In this scenario, you received an email from eBay Security. Apparently, eBay has
detected an unauthorized ATM based transaction on your account. In response, it
urges you to respond to update your information.

This is a scenario WITH ipGuardian.

1. You open the email and proceed to inspect the content.
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Dear customer. Please read this messasge and follow s nstruckions
Unauthorized Account Aocess

We recently reviewed your account, avd we suspect an umauthorized ATH hased transaction on your account. Therefore as a
preventive measure we have temporary limited your access to sensitive leatures.,
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2. First, you place your mouse over the “Respond Now” button. It shows the

following message on the status bar: -
“javascript:ol(*http://signin-ebay-inform.com/eBaylsap/index.htm");".
The status message looks okay to you.

3. You proceed to click on the “Respond Now"” button. ipGuardian immediately
prompts you the actual page that you will be visiting.
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I %& ipGuardian - [Registered)

Benefit 1. In the WARNING box above, ipGuardian shows you the real URL that
you are going to. The revealing of the real URL defeats any obfuscation that you

have seen in step 2 when you place your mouse over a URL. Who knows what is

actually inside the “ol” JAVASCRIPT function?

Benefit 2: ipGuardian allows you to cancel the actual trip to the designated web
site. This gives you the power to abort if you have made a mistake in clicking the
link earlier. As an example, one can press the No button to cancel the trip if one
realizes that ebay-inform.com is just a name obfuscation of the real ebay.com.

4. You press the “Yes button” and your browser brings you to the following
page.
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New to eBay? or  Already an eBay user?
If you want te sign in, youll eBay members, sign in to save time for bidding, selling, and other actnties.

need 1o register first eBay User ID

Registration iz fast and free. I
Forgot your User D7

Password

Eorgot your passwatd?

Signin Securely> | -
[T Keep me signed in on this computer unless | sign oul

Ble sure the Web site addrese you see above stants with
hitps ifsignin. ebay. com/
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5. The browser “Address” line reads
https://signin.ebay.com/ws/eBayISAPI.dII?SignIn&sid=verify&co partnerld=2
&sideid=0.
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That looks legitimate enough to you.

6. You noted that there is no “ipGuardian: country is safe!” on the status bar.

Benefit 3: The fact that you do not see the “ipGuardian: country is safe” on the
status bar message show gives you more confidence that the web site is a phishing
site.

|&] ipGuardian: country is safel

7. You place your mouse on all links but you could not see anything on the
status bar. You may not realize it but there is a clever JAVASCRIPT script
running in the web page that clears the status bar every second.

8. You noted that ipGuardian did not bring up a POSITIVE WEBSITE
VERIFICATION dialog.

Benefit 4: For eBay and a few other selected websites, ipGuardian shows you a
positive verification’ that you are on the real site; like the one shown below: -

ipGuardian - Webszite Yerification ) i il

If you see the above dialog, your confidence of you being on the real website should
be very high (close to 100%). However, if you do not see the positive verification
website dialog, it is more likely that the website that you have visited is a phishing
site.

9. You select “Help+About ipGuardian” to check the real IP details. This further
confirms your suspicion.

. & About ipGuardian [Registered)

ipGuardian Yersion 2.7 :
% ‘Copyright © 2004-2005 Soft-Trek Development (Australia)

Internet: http: i, soft-trek com, aufprilpGuardian.asp
Email: shareware@soft-trek, com, au

IP Details Far signin. ebay-inForm.com -
Tikle=Sign In 7
IP Address=69,143.49.252
Country=L54
Hosk=pcp00101 30265pcs. alxndr01.va.comcast. net

Licensed to Colin Chiu

! positive Website Verification is a new feature in ipGuardian v2.7
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Benefit 5: The real IP details show that although the country is in USA (a safe
country), the Host is not eBay. This should give you further confirmation that the
website is fraudulent.

Benefit 6: The real IP details show that the “Is Secure” flag false. For a URL that is
a https, it confirms that the Address URL as shown on step 5 is definitely fraudulent.

Benefit 7. The real IP details show that the URL is actually “signin.ebay-
inform.com” instead of “signin.ebay.com” as shown in step 5. This implies that
Address URL is fraudulent. In fact, this is a clever JAVASCRIPT trick that covers part
of the real address bar with an image, which shows the fraudulent URL.

Benefit 8: The real IP details show that the IP address is 69.143.49.252. For those
who are really in the know, he or she will recognize that this URL does not belong to
eBay.

10. Given what you know, will you still sign in?
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